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1. Configuringthe network

1 Configuring the network

RSLinx Classic for Rockwell Automation Networks abDévices is a compre-
hensive factory communications solution for usenwtite Microsoft Windows
operating systems. It is mainly used to configlienetwork parameters, DDE
OPC servers and to program and communicate with Baftrollers. Th
RSLinx Classic cooperates with all Rockwell Autoroatprogramming and
configuration applications such as RSLogix, RSNaetW&SView32 (HMI),
FactoryTalk View SE, and FactoryTalk View ME Statidt’'s also possible to
build your own data monitoring and acquisition aggtions using third party
application: MATLAB/Simulink, LabView, Microsoft Qice etc. RSLinx
Classic also incorporates advanced data optimizatichniques and contains a
set of diagnostics.

This section outlines the main tasks you will néedconfigure and test the
Ethernet/IP network using the RSLinx Classic sofevd he table 1 contains
the information necessary to correctly configure tletwork nodes.

Table 1: Ethernet/IP parameters of the laboratory setuputesd

CompactLogix PanelView
L35E 1734-AENT Plus 600 PowerFlex40 | WAGO 750-341
IP Address 192.168.1.1 192.168.1.2 192.168.1.8 192.168.1.5 .16821.182

Subnet Mask | 255.255.255.0 | 255.255.255/0 255.255.255.0 255.85%2 255.255.255.0

Gateway IP

none none none none none
Address

The first step is to configure a driver. A driverthe software interface to the
hardware device that will be used to communicate/®en RSLinx Classic and
PLC controller (processor). To configure a drivem RSLinx Classic software
and clickRun button. The RSLinx Classic application main windappears.
Next click the Communications > Configure Drivers option in the main
menu. The Configure Drivers dialog box appearsciig used for adding, ed-
iting, or deleting drivers. ChooseEthernet/IP Driver from pop-up menu and
next click Add New..., and complete the information required in the @riv
configuration dialog box that is shown in Fig. 1.

Configure Drivers x|
i Available Driver Types: o
lose |
|Ethemet AP Driver 2 AddMew.. |
Help |
r— Configured Drivers:
e New RsL e ClnesicDrver x—
MName and De:
CoMetEtheme  Chonse a name for the new diiver oK Configure... |
(15 characters marimum] _
Eaeel | Startup... |
ICoNet-Ethemat
Start |
Stop |
Delete |

Fig. 1: The Configure Drivers main window
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Now the RSWho option can be activated to discover eheck the existing
Ethernet/IP network. RSWho displays networks ando#s in a style similar
to Windows Explorer. A variety of integrated configtion and monitoring
tools are accessible from the right mouse butttwe. [€ft pane of RSWho is the
tree control, which shows networks and devices. rigitg pane is the list con-
trol, which shows all members of a collection. Alection is a network, or a
device that is a bridge. The RSWho browses a né&twmicheck to status of

each node. If the icon marked by pictiEa: is angdathe network is being
browsed. Network browsing can be done in auton{&titobrowse checkbox

is enabled) or manual modautobrowse is cleared, th&efresh button is ac-
tive). The RSWho’s main window for developed Etleif network is pre-
sented in Fig. 2.

Notice !!! A device that appears with a red X irates that RSWho previously
recognized this device, but now it cannot. The Xeihdicates a communica-
tion status error, such as unplugging a recognileice. These devices can be
removed from the RSWho display by right-clicking tdevice and clicking
Remove.

35 R5Liny Classic Professional - [REWho - 1] I [ 5]
& Fle Edt Wien Communications Station DDEJOPC Securby Window Help -8 x|

2| & 518 Blie| ¥
W & %5E  Browsing -node 192.168.1.5 fourd
Address Device Type [ online Name. [ status. I

18 1%2.168.1.1 1765-L35E Ethernet Port 1765-L35E Ethernet Port 0K
T 192.168.1.182 Inres ice WAGO Ethernet{10/10.., 0K
Port, 1768358 Ethernet Port d 152.168.1.2 0 Etherliot/IP Adapter  1734-AENT Ethemet/L...  OK
®i152.165.1.3 Paneliion Plus 600 Panetior-Plus ok
B 152.166.1.5 PowerFlex 40 PowerFlex 40 1P 240... 0K

1 DL, 1763-L3SE Ethernet Port
£ [J 03, Local 1769 Bus Adapter, YA1769/A

= 1769 Bus, 1769 Bus

1) 00, Local 1763 Bus Adapter, WA1789/A
01, L768-24vde InpL, Rely OLtput Combo/B[FW Rev 3.1
4pt Input, 2pt OutpLE

7 152.168.L.182, /AGO Ethernet{(10{100MB}- 5TD
GintLO Etheret/IP Adapter, 1734-AENT Ethernet/IP Adapter

1P Adapter
i, 1754-168 8 PT 244DC STNK IN

utput Enthanced, 1734-OB4E 4 PT 24Y5C SOURCE €
Qutput, 1734-0E2V 2 PT YOLTAGE OUTPUT

y n 1734-1E2V 2 PT VOLTAGE INPUT

§ 05, Paint1o 1pt 24 \/2pt DC OUE, 1734-YHSC24/C COUNTER MODULE
[® 152.168.1.3, Panelview P Wigw-Flus

B 192.168.1.5, PowerFlex 40, PowerFlex 40 1P 240V . SOHP

4 s

For Help, press Fi [T [topeqia [onizapm

Fig. 2: The RSWho main window

1.1 Creating a new project and configuring the
Ethernet/IP nodes in RSLogix5000

This section focuses on creating a new project aodfiguring the
CompactLogix L35E controller with RSLogix5000 demginent software. The
1734-AENT 1/O adapter, thBowerFlex40Einverter and the WAGO coupler
are accessible as a remote I/O nodes via EthdPndt/assumes that you have
an overall understanding of Allen Bradley's hardsvaand software. The
RSLinx Classic program must be run before confrggithe hardware in a new
project !!

Creating a new project

1) To create new project stdRiSLogix500Goftware. TheRSLogix5000main
window is shown in Fig. 3.
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75 RSLOgX 5000
Fle Ede View Sexrch Logc Commuications Took Wndow Help

Quick Start

— S Controller Projects
Ll ot Project
11 NewP

BRARRRER

» Gat Started

» My First Project

Fig. 3: TheRSLogix500Mew project main window

2) Create a new project by select tew Projectitem (or theFile\New menu
item). TheNew Controllerdialog window is displayed (see Fig. 4). The fol-
lowing parameters must be set:

e Type:1769-L35E CompactLogix5335E Controller

* Revision:16

* Name:Enter an appropriate name (here CoNet_Base)

» Description:Enter an appropriate description

* Chassis Type:<none>

e Slot:0

» Created In:Enter an appropriate folder

x
“endar: Allen-Bradley
Type: I 1769-L35E CompactlLogizs235E Controller j oK I
Revision: 16 hd Cancel |
] Eredundancy Enabled Help |
Mame: ICoNet_B ase
D escription: :I
-
Chassiz Type: |<none> j
Slat: H 5 afety Partrern 5ot
Create In: IE:\Program FilestR ockwell Software\RSLaogix SOODLENLIY Browszs. . |

Fig. 4: TheNew Controllerdialog window



10

1. Configuring the network




1. Configuring the network

3) Press th©K button
4) Open thd/O Configuration folder in the project window tree. Expand the
tree and findCompactBusLocalitem. Right click onCompactBusLocaland
select theNew Module... menu item. TheSelect Module window is dis-
played.
5) Selectl 769-1Q6XOW4/B from the list and cliclOK.
6) TheModule Propertiesdialog window is displayed.
7) Enter the following parameters:
e« Name:Local DIO,
* Slot:1 (slot of the scanner).
8) Repeat steps 4-7 fai769-IF4XOF2/A module. The module properties are:
« Name:Local AIO,
* Slot:2.
9) Select th&€€ommunications -> Downloadprogram menu item. After down-
loading, if everything was setup correctly, theéd'XDK” indicator is green.

1.2 Configuring the Ethernet/IP nodes

The proposed network structure contains at least fmdes: CompactLogix
L35E controller, 1734-AENT POINT-IO, PowerFlex 4f@verter and WAGO
I/O adapter. The CompactLogix L35E controller i®eal one and it is config-
ured when a new project is created. The all othegsa distributed nodes and
must be separately added to project.

1734-AENT POINT-1O
1) Open thd/O Configuration folder in the project window tree. Expand the
tree and find1769-L35E Ethernet Port LocalENB item. Right click on
Ethernet and select th&lew Module... menu item. The&elect Modulewin-
dow is displayed.
2) Selectl734-AENT/A from the list and cliclOK.
3) TheModule Propertiesdialog window is displayed (see Fig. 5).
4) Choose th&eneraltag and enter the following parameters:

« Name:Distributed 10,

* |P Address:192.168.1.2,

* Chassis Size:6,

* Revision:2.3,

» Electronic Keying:Compatible Keying.

11
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i Il Module Properties: LocalENB:0 (1734-AENT/A 2.3)

General | Connection Modulelnfol PortEonfigurationI Port Diagnostics | Chassis Size

Type: 1734-AENT A4 1734 Ethernet &dapter, Twisted-Pair Media

Wendor: Allen-Bradley

Parent: LocalENE

Name: IDistributed_ID Address / Host Mame

Description: | = |P Address: | 192 168 . 1 . 2

ﬂ ' ﬂostName:I

Comm Format: IFlac:k O ptimization j

Slot: ID _|::| Chassis Size: IB _I;

FRevision: |2 |3 3: Electronic: Keving: | Compatible Keying j
Status: Offine ok | cancel | b | Hep |

Fig. 5: Module properties of 1734-AENT/A Ethernet Adapter

5) Select th&Connectiontag and set thRequested Packed Interval (RPIYo
100.0 ms (Fig. 6). This parameter decides aboutsking of I/O data over the
Ethernet/IP network.

Module Properties: LocalENB:0 {1 734-AENT /A 2.3) il

General Connection | Madule Infol Fort Configurat\onl Fort Diagnosticsl Chassiz Size

Requested Packet Interval [RPI): I ‘IDD.UE: ms  [2.0-750.0 ms]
™ Inkibit Module

™ Major Fault On Cantraller If Connection Fails While in Fun Mode

Module Fault

Status: Offline Ok | Cancel I Apply | Help

Fig. 6: Connection tap of module properties

Notice ! The RPI is common parameter configurfog the all modules con-
nected to a network. It specifies the period atclwidata updates over a con-
nection. For example, an input module sends dasiectntroller at the RPI that
is assigned to the module. Typically an RPI is mured in milliseconds (ms).
The range is 0.2 ms to 750 ms. If a Ethernet/Ivod connects the devices,
the RPI reserves a slot in the stream of data Agvéacross the network. The
timing of this slot may not coincide with the exaetlue of the RPI, but the
control system guarantees that the data trandfégast as often as the RPI.

6) PressOK button. The newl734-AENT/A Distributed 10 item and
PointlO 6 Slot Chassissub-item in the project tree are displayed.

7) Right click onPointlO 6 Slot Chassisand select th&lew Module... menu
item. TheSelect Modulewindow is displayed.

8) Selectl734-1B8from the list and cliclOK .

9) TheModule Propertiesdialog window is displayed (see Fig. 7).

13
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10) Choose th&eneral tag and enter the following parameters:

« Name:Remote DI8,

e Slot:1,

* Revision:3.1.
11) Select theConnection tag and set thRequested Packed Interval (RPI)
to 100.0 ms.
12) Pres©OK button.
13) 8) Repeat steps 7-12 fb¥34-OBA4E 1734-OE2V, 1734-1E2V and 1734-
VHSC24 modules respectively. Parameters of the modukesdatected in Ta-
ble 2.

Table 2: Parameters of the modules connected via 1734-AEQINT_IO

1734-OB4E 1734- OE2V 1734-IE2V 1734-VHSC24
Name Remote_DO4 Remote_AO2 Remote_AlI2 Remote_ VHEC
Slot 2 3 4 5
Revision 3.1 3.1 3.1 3.1
RPI 100 ms 100 ms 100 ms 100 ms

If the configuration was setup correctly the brat@B4-AENT/A Distribut-
ed_10O of the project window tree will see as in Fig. 7.

T T
E'@ 1734-AENT & Distributed IO
[F-83 PaintI 6 Slot Chassis

------ (| [0]1734-RENTA Distributed_IO

[ [1]1739-1B5/C Remote_DIS
e [l [2]1 1739-0B4E}C Remote_DOd

------ [ [3] 1734-0E2v/C Remote_acz
o | [4] 1734-IE2Y/C Remate_alZ

Fig. 7: The branch 1734-AENT/A Distributed_IO of the puj@vindow

750-341 WAGO I/O adapter
1) Open thd/O Configuration folder in the project window tree. Expand the
tree and find1769-L35E Ethernet Port LocalENB item. Right click on
Ethernet and select th&lew Module... menu item. The&elect Modulewin-
dow is displayed.
2) SelectGeneric Ethernet Module from the list and clickOK. TheModule
Properties. dialog window is presented in Fig. 8. Enter thdolwing parame-
ters:

e Name:WAGO IO,

« Comm Format:Data - SINT (8-bit signed integer vakl28 to +127),

e IP Address:192.168.1.182 (IP Address of WAGO 750}34

e Input Assembly Instance:107 (CIP Assembly Instance)

* Input Size:1 (1 bytes of Input Process Data),

* Output Assembly Instance:101 (CIP Assembly Instance

e Output Size:1 (1 bytes of Input Process Data),

» Configuration Assembly Instance:1 (Not used byeyst

» Configuration Size:0 (Not used by system).

15
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The EtherNet/IP settings for the WAGO 750-341 awafigured through the
built-in web pages. Using a web browser like Miafbsinternet Explorer,
Mozilla Firefox etc. The following parameters weed:

e The IP address: 192.168.1.182,
* The EtherNet/IP protocol.

Both the Modbus/TCP anddbus/UDP

protocols must be disabled in order to map thetiapd output process
image to an EtherNet/IP fieldbus master.

Il Module Properties: LocalENB (ETHERMET-MODULE 1.1} x|
General IEonnectionI Modulelnfol
Type: ETHERMET-MODIILE Genenc Ethermnet Module
Vendor: Allen-Bradley
Parent: LocalENE
Mame: IWAGD_ID — Connection Parameters
Azzembly
Description: =] Instance: Size:
Input; Im? I _lj [8-bit]
LI Olutput: I I _lj [E-bit]
Camrn Eormat; I Data - SINT j . .
- Configuration: I ID = [8-bit]
Address / Host Mame il
* |P Address: | 192 . 168 . 1 . 182 Status Input: | |
™ Host Name: I Status [ utput I
Status: Offline ok I Cancel | Sipply | Help

Fig. 8: Module properties of the WAGO /O Adapter

PowerFlex 40E inverter

1) Open thd/O Configuration folder in the project window tree. Expand the
tree and find1769-L35E Ethernet Port LocalENB item. Right click on
Ethernet and select th&lew Module... menu item. The&Select Modulewin-

dow is displayed.

2) SelectPowerFlex 40-Efrom the list and clickOK. The Module Proper-
ties. dialog window is presented in Fig. 9. Enter théof@ing parameters:

« Name:PowerFlex,

e |P Address:192.168.1.5,

* Revision:3.3.

Module Properties: LocalENB {(PowerFlex 40-E 3.3)

General IEnr’mectiﬂnI Mndulelnfﬂl Pait Ennfiguratinnl Dirive: |

Type: PowerFlex 40-E PowerFlex 40 Drive via 22-COMMW-E

Wendor: Allen-Bradley

C— LocalENE ~Address / Host Mame:

M ame: IPowerFIaH = |P Address: 192 188 . 1 . &
Descritin: = Cutame [

=10l

Module Definition
Sefies:

Revision
Electronic Keying:
Connection:

Data Format:

Mone Change |

33

Campatible Module
Dratalinks

0 Dattalinks

Status:  Offline

o

Cancel | Apply | Help |

Fig. 9: Properties of the PowerFlex 40E inverter

17
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3) PresOK button. The itenPowerFlex 40E PowerFlexwill be added to the
project tree.

If the configuration of all nodes in the networkdene correctly, the RSLogix
5000 main window should look like in the Fig. 10.

% RSLogix 5000 - CoNet_Base [1769-L35E] =lelx]

File Edit View Search Logc Communicstions Tools Window Help

al=E| 8] 2 (we] ol e o] Slslbl M HE @] slmnlblbc)sls)e sl

N Patr; [Focot_dyplom152.168 1 1\Backplaned vlﬂ

S
‘1} o W (= e e e |
et Courtsr S

|| Mame & | Value <[ Data Types Description | -]
| Distributed 10:1:C {+00} |AB1734 DIBCO
H Distributed_|0:1:1 2#0000_0000 |SINT
[ Distrbuted_I0:2C {...}|#B:1734 DOB4CO
- Distributed_I0:21 2#0000_0000 |SINT

H-Distributed_|0:20 280000_0000 |SINT
[+ Bistibuied_I0:3C ..} |AB1734_DE2CO
-} |AB1734_0E210
-} |AB1734 0200
..} |ABA734 IEZC0
.. |aB73 IEZLO
.-} |AB1734 VHSCCO
.} |AB1734 VHSTI0

+ ) |ABI73 VHSC.O:0
.} |#B:1734_B5LOTI0
-} |AB:1734_ESLOT.0:0

4 1769-L35E CoNet_Base
AP 1763-L35E Ethernet Port LocalENs
= & Ethetnet
-4 1763-L3SE Ethernet Port LocalENB
=@ 1734-RENT/A Dis

}
}
+
}
}
i
i
}
}
-} |AB17BI_IDEHOW L0
¥
b
b
}
}
}
}
}
}
}

-} |AB1 763 IBEROW 410
-} |4B:1763_IDEXOW40:0

5483 PointI0 6 ot Chas
1 (0] t734-AENT, tributed_10
] [1]1734-188/C Remats_DI8
« [] [2] 1734-OB4EJC Remate_DO4
0] (31 1734-0E2vic Remote_a0z
] [4] L7341E2V/C Remate_p12 i
[ 151 1734-vH5C24/C Remate_vHsC
B PowerFlex 40-E PowerFlex [ 4
Bl ETHERMET-MODULE WAGD IO [+ WAGD_I0:
il CompactBus Local [+ WAGD_I0:0
~ ] [0]CompactBus Local
B [111769-106%0W4/8 Local_DIo
- [2] 1768-F 4x0F2}A Local_AI0

..} |AB1769 IF4OF2C0

-} |AB1765 IFOF210

-} |AB1763 IF4x0F200

-} |AB:PowerFlexd) Diive_8Bptecl:)
- -} |AB:PowerFlexd) Diive_iBptesi0:0
..} |AB:ETHERNET_MODULE:C0

.} |AB:ETHERNET_MODULE_SINT_1B.
+ ) |AB:ETHERNET_MODULE_SINT_1B.,

<l 1>

[T T\monitor Tags A EatTags 7

< i
Creste Output Energiz nstruction =

Fig. 10: The main window of RSLogix5000 project

The program/configuration can now be downloadethéoCompactLogix con-
troller. Select theCommunications -> Downloadprogram menu item. After
downloading, if everything was setup correctly, ti® OK” indicator is
green. If an error does occur, the improper conoedize and/or communica-
tion format was entered for either the input opotijpparameters.

1.3 Address I/O data of configured modules

The all /0O modules information is presented a®tao$ tags. Each tag uses a
structure of data. The structure depends on theifgpéeatures of the 1/0O
module. The name of the tags is based on the @rcafithe I/O module in the
system. An I/O address follows a format shown i Eil.

Location :Slot :Type .Member .SubMember .Bit

= Optional
Fig. 11: Address format of tags
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LocatioLOCAL = local chassis of the controller.
ADAPTER_NAME = identifies remote communication adapter
or bridge module.

:SlotSlot number of I/O module in its chassis.

:TypeType of datal(= input,O = output,C = configurationS = status).

.Member Specific data from the 1/0O module; depends on Wy of data
the module can store. For a digital module, a Da¢aber usu-
ally stores the input or output bit values. Foraaalog module,
a Channel member (CH#) usually stores the data &brannel.

.SubMember Specific data related to a Member.

.Bit Specific point on a digital I/O module; dependstba size of
the I/O module.

The relationship between 1/0O configuration andtdgeaddress is shown in Fig.

12. To expand a structure and display its memlokck, the ,+” sign.

=15 IfO Configuration
Em Backplane, CompactLogix Syskem
- f0 1769-L35E CoNet_Base

E’ 1769-L35E Ethernet Port LocalEME

E-ﬁr"a Ethernet
----- P 1769-L35E Ethernet Port LocalENE
-8 1734-4ENT}A Distributed_10

B3 PointIo & Slot Chassis
i [ [00 1734-AENT/A Distributed_I0
] [1]1734-1B8/C Remate_DIa
] [2]1734-0B4E/C Remate_DO4
] [3]1734-0E2v/C Remate_acz

o[l [4] 1734-1E2/C Remate_alz

o ] [5] 1734-¥H5C24/C Remote_yHSC
----- ﬂ PowerFlex 40-E PowerFlex
----- ﬂ ETHERMET-MODULE \WaEs I
[=-£ CompactBus Local

ﬂ [0] CompactBus Local
o B [1]1769-1Q6R0W4/E Local_DIO

----- f [2] 1769-IF4%0F2/A Lacal_aTo

e =lolx]|
Scope: | 0 CoMet Base = Show. Show Al
| [Name & [Value <] Data Type Desciiption - |
[FF Distributed_I0:1:C (...} ABI1734DIBCO
[+ Distributed_10:1:| 2#0000_0000 |SINT
{...}|AB1734_ DOB4C:D
240000_0000 |SINT
2#0000_0000 |SINT
10:3.C (...} AB1734 OE2CO
{10:3:1 (...} ABI1734 DEZI0
{10:3.0 (...} |ABI1734 DEZO0
10:4C (...} ABI1734 IE2C0
10:4:1 (...} AB1734 IE210
(...} |AB:1734 YHSCC0
(...} |AB1734 VHSCLO
(...} |ABI1734_YHSC:0:0
(...} AB1734 BSLOT:LO
(...} ABI1734 BSLOT:00
(...} |ABI1769 IBEXOWAC
{...}|AB1769 IQEXOWA10
{...}|AB1769_IEXOW0:0
(...} |AB:1763 IF4XOF2E:0
(...} |AB1769_IF4<OF210
(...} |ABI17B3_IF4<0FZ0:0
(...} | AB:PowerFlend) Diive_SBytes].0
: (...} | ABPowsiFlexdd Dive_4Bytes0:0
[ WAGD_ID:C (...} | ABETHERNET_MODULE:C:O
[ WAGD_ID:| {...}|ABETHERNET_MODULE_SINT_18
[ WAGD_ID:0 {...}|ABETHERMET_MODULE_SINT_18
[A [ T\Monitor Tags A Edt Tags / 14l (P

Fig. 12: Connection between 1/0 Configuration tree andtégeaddress

Table 3 lists the all configured I/O modules andesponding tag addresses.



22

1. Configuring the network




1. Configuring the network

Table 3: 1/0 data tag addresses

I/0 module

Tag address

[1] 1769-1Q6XOW4/B Local_DIO

Locall:C- configuratio
Locall:l- input
Locall:0- output

[2] 1769-IFAXOF2/A Local_AIO

Local2:C- configuratio
Local2:1- input
Local2:0- output

[1] 1734-1B8/C Remote_DI8

Distributed_10:1:C— canfration
Distributed_10:1:1- input

[2] 1734-OB4E/C Remote_DOA4

Distributed_10:2:C— dgufation
Distributed_10:2:1- input
Distributed_10:2:0— output

[3] 1734-OE2V/C Remote_AO2

Distributed_10:3:C— dgnfation
Distributed_10:3:I- input
Distributed_10:3:0— output

[4] 1734-1IE2VIC Remote_AI2

Distributed_10:4:C— canfration
Distributed_10:4:1- input

[5] 1734-VHSC24/C Remote_VHSC

Distributed_10:5:@nfiguration
Distributed_10:5:I- input
Distributed_10:5:0— output

PowerFlex 40-E PowerFlex

PowerFlex:I- input
PowerFlex:O— output

ETHERNET-MODULE WAGO_IO

WAGO_10:C- configuration
WAGO_10:l- input
WAGO_10:0- output

23

All tags presented in the table 3 are locate@amtroller Tag scope (top of
the project tree). Hence all programs have acaesiset member data of these
tags.
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2 Analysing and understanding PLC
functionality

2.1 Introduction

The main part of the Allen-Bradley demo case isGbenpact Logix Controller 1769-L35E.
The 1769-L35E controller is designed for mid-raagelications. It is equipped in the operat-
ing system with a pre-emptive multitasking syst@ims environment supports as many as 8
tasks, but only one can be continuous. A task eae las many as 32 separate programs with
their own executable routines and program tags.

2.2 Understanding the CoNET_Base project

The CompactLogix 1769-L35E controller supports di@maent programs in four languages:
e Ladder Diagram

e Sequential Function Chart
* Function Block Diagram
e Structured Text

The main features of PLC programming are:
— tasks: max. 8 tasks (only one can be continuous)

— programs: max. 32 separate programs in one taskitwibwn routines and program-

scoped tags
— routines

Tasks —max. 8 tasks (only one can be continuous); aljms assigned to the task execute
in the order in which they are grouped; each taskapriority level — from lowest priority of
15 up to the highest priority of 1; the continudask has the lowest priority.

Programs — max. 32 separate programs in one task; a progeantains program tags, a main
executable routine and other routines

Routines— a set of logic instructions in a single programgrianguage (e.g. ladder logic)

25
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The basic scenario for creating a new RSLogix50@(ept is described in the user manual of
the 1m exercises titled 'Configuring the netwoilitie base PLC program for control of the
aerolift system is called CoNET_base. The mainritlym consist of three tasks (Fig.13):

1. MainTask (continuous)

2. Periodic_10ms (periodic)

3. ReadWAGO_Input (periodic)

[ RSLogix 5000 - CoNet_Base [1769-135E] lEx
Fle Edt View Search Llogic Communications Tools ‘Window Help

| BlelE| & Ln]e] oo e ] lslnl @il @la| snlm] s m@lo)

Dfffine 0. M AN — Path: [CalletEhemett192 168 1.1\Backplansl.

Ho Forces b.| E oK v

Ho Edts 2l ] e o (e | 5
ﬂ 4| Favorites S, 7 m = T

-] Controller Faulk Handler
* (2 Power-Up Handler
-5 Tasks
8 MainTask
{3 MainProgram
55 Periodic_t0ms
3, writeFreq_Flexd0
5 ReadwaGa_Input
% readDigtallnput
[ Unscheduled Programs | Phases
5 Motion Groups
%[ Ungrouped Axes
~[3 Add-0n Instructions
-} Data Types
L, User-Defined
L, strings
[, Add-On-Defined
[, Predefined
L4, module-Defined
~[3 Trends
=23 1} Configuration
[=-{f} Backplane, CompactLogix System
ff0 1769-L35€ CoMet_Base
4P 1769-L35E Ethernet Port LocalENB
B 2 Ethernet
P 1769-L35E Ethernet Port LocalENs
£ L734-AENTjA Distributed_I0
(- PointIO 6 Slot Chassis
w ] [0] 1734-BENTIA Distribured 10
<] [1]1734-188(C Remote_DI8
-] [211734-0B4E/C Remate_Do4
(] [211734-0E20/C Remote_ac2
] [411734-IE29/C Remate_al2
[ [511734-4HSC24/C Remote_vHsC )
fl PowerFlex 40-E PowerFlex
Pl ETHERNET-MODULE WaGo_Io

-0 CompactBus Local

e =
Type 1769-L35E Compact_ogix5335E Controller
Description
Slat o
Mejor Fault
Minor Fault
KI] 1Bl

Ready

@/ start J é JW J [« 1532
Fig.13.The main window of RSLogix5000 project
Adl. The MainTask configuration is shown in Fig.. T4 display the configuration simply

click MainTask in the project tree. The MainTask@figured as a continuous type. Only one
task can be continuous.

27
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1 N =20 (= e i A e |

- 1% Battey DK
:l””m 2 /0 Not Responding

al

A v I\ Favorites £ AEOn & ARms A BE A TmerCouter A Tnadiormt Compi=hah{_Movelogea!

-1 Controller Cobet_Base
Controller Tags
-7 Controller Fault Handler
23 Power-Up Handler
Tasks
&£8 MainTask
[=-£8 MainProgram
&) Program Tags
B MainRovtine
£ Periodic_10ms
= L8 writeFreq_Flexda
Program Tags

B writeFreq
2179 ReadwaGO_Input
=% ReadDigitallnput
Program Tags
- BB ReadProximitySensors
(23 Unstheduled Programs | Phases
(3 Metion Groups

5] 5|5 5 5

eI e B

Local 11 Data
o E

{4 Task Properties - MainTask

Genersl  Configwalion | Program / Phase Schedule| Moritor|

Cantinuous ¥
‘Watchdog: 500.000 ms

I~ Disable Automatic Output Processing To Fieduce Task Overhead
I Inkibit Task

Distributed_
<Distributed_C: Type

=10l

29

-+ Add-On Instructions
[ Data Types (Enat)
-+ Trends

) 1i0 Configuration

I Zastasi] Pomoc

Fig. 14.The parameters of the MainTask

In the sectiorProgram Tagsyou can define the local tags to be used in MairtiRe.
MainRoutine contains a main PLC program which is written inddar diagram
(Fig. 15).

2 R6Logix 5000 - CoNet_Base [1769-1 inProgram - MainRoutine] B[]
B Fle Edt Vew Search Logic Cor Tocks Window Help HE

al=(E| 8] i[E|e] ol prweere 3 &l F @E] @] Blels]6c)s)s|sl )|

el ) R e ]

ontller 0K i

eten O Al [ A | 40 |
B | 4] v\ Favorites {AdTon BT A Timericouter Tavelogca Eapmert

oo e i i = | FEEEEE ]
1A Controller Tags.
(31 Contraller Fault Handier = WAGHH I ORI =
0 —3E
& % ReadWAGO, Input i <Dws1nhuted;\<’)'\ Datal1]0= PowerFlexO Stop

(3 Readbigtallnput ks

Program Tags Cistrnuted_10:200

B ReadproximicySensors <Distribued 10:0 Datal2).0=
71 Unscheduled Programs f Phases
& (23 Motion Groups

(Ena)

Fig. 15. The ladder diagram in MainRoutine

The program allows you to start and stop the Polegriaverter. For starting you should turn
on the switch markedocal1:1.Data.0 — this means: bit 0 from Digital Input from digjit

module in PLC (1769-L35E). To stop — turn on tlkétch marked Distributed 10:1:1.0 —
this means: bit O from Digital Input of the Distuied 10 module (1734-AENT).
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Ad2. The Periodic_10ms task configuration is shamkig. 16. This task is configured Bs-
riodic with 100ms period. In this task prograffiteFreq _Flex40 is defined.

2 RSLogix 5000 - CoNek_Base [1760-LISE]* - [WriteFreq_Flexdd - WriteFraal

Fle Edt View Search Logic

w Help

lE(x|

Bl=(E] 5] b|Ee| ofo] [mmeore 5] SRkl F ] 22

36| 2 0| ol o]l 8] ]

i

I =1 =]
Eild |

5 Controler Conlet_pase
(B controller Tags
3 Controller Faul Hander
231 Power-Up Handler
26 Tasks
£ MainTask
=8 Mainros
Pre
[ MairRovtine
1 @ Periodic_10ms.
168 ReadwAGO: Input

=-(3 ReadDigtallnput
2 pr s

aram

- ysensors
{3 Unschedul ograms | Phases.
51 Moton Groups

[ Add-On Instructions

5 Dsta Types

17 Trends

& 10 Configuration

Task Properties - Periodic_10ms

General  Configuiation | rogram # Phase Sckedule | Montor]

Tope: [Feriode 7]
Period, foogoo ms
Py 10 = (Lower Number Yields Higher Priity]

Watchdog: So0000 ms

I Disable Autormaiic Output Frocessing To Reduce Task Overhead
I Inkibit Task

Locat 1:0Data.2

Mave
Source Lacal21ChiData

Dest Analogini
e

0K | A Pesiel Pomoc

I ocaivetats ——oeo——

Divide
Source & Analogin
¢

Sowrce B 32
Dest FREQ

0

——OY——

Fig. 16. The parameters of the Periodic_10ms task

The program allows control of the inverter frequenéoltage from the adjuster on the panel is
read by an analog input, processed and servedcasteol signal to the inverter. A detailed
program in a ladder diagram is shown in Fig. 5e digital inputLocall:l.Data.lis defined as
ALW_ON tag in theWriteFreq Flex40->ProgramTags section. The variablesAnalogini,
FREQandControlFREQare also defined in this section (Fig. 17). Vdealare used to calcu-
late a control frequency to the inverter.

worites 4 Add-On_Jf Alarms L Bt & Timer®Counter f InputiOutput A Compare £ Computetdsth £ MovelLogical £ FileMisc. £ FiefShit f Sec

Scope: Iq,WnteFreq_FIEM[ - Show.. I Show all

MName & | Alias For Base Tag Data Type Shyle Description
Al 0N Local1:].Data 1[C) Locak1:.Data 1(C] (BOOL Decimal
[FH-Analogln DINT Decimal
[H-ContralFreq INT Decimal
[+H-FREQ DINT Decimal
>

Fig. 17. The variables of WriteFreq_Flex40->ProgFags
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[ RSLogix 5000 - CoNet_Base [1769-L35E]* - [WriteFreq_Flexd0 - WriteFreq]

E Flo Edt Viow Search Logc Communications. Took Window e

SIS
S

Aem Test 0. [ TestMode

No Forees ¥ ’l! Contioller 0K LQ_‘
7} Battery DK
MoEds ) 19 Not Responding

Bl=la] 8] L[m/R] oo Frmr 5 Al E D] ale)

i | ot [CoNerEthore 182168 1 1'Backplane\0

sl ] 0 [Csl a2 ]
oF]

A H et ] Ak |0 [

il |

O | 4[> gy Favorttes £ Aamon B RO CompLEnE £ Movelageal Flersit Erapmet
il == ElE o [eufesel syl
] | e | ] e Wil ¥T% vl el
Cort I Handler AW 0N =
1 Poer-Up Handier <Loce iDdla 1+ Local1:0 Deta.2
2 Tasks E
14 MainTask
=8 MainProgram AL _ON
Program Tags “LocaliData >
[ MainRautine 1 & Move —
2169 periodc._toms st Laniarond |
5 £8 writeFreq_Flex40 Dest Analogint
Program Tags o¢
B writeFreq
B9 ReadWAGO_Inpuk
2 [ ReadDigitallnput RN
Program Tags <Locel 1: Data 1>
eadProximitySensors 2 E Divide -
= led Programs | Phases Source A Analogint
1 Mation G o
(1 Add-On Instructorss Source B 32
(1 Data Types I )
(3 Trends * o
il 1jo configuration
AW 0N
“Local 1 Data1>
3 e Than or el (e Move —
Source & FREQ Source 60D
o
Source 600 Dest  FREQ
0
AW 0N
“Local 1 Data1>
4 —JF Move
Source FREG
o
Dest PowerFlex.0 FreqCommand!
0
Tyee TCoctter
Descrigtion | ¥
[ “Local 1 [Data.1>
H —_— e —
Source 0
Dest PowerFlex.0 FreqCommand!
0y =l
MairRoutine ) WriteFreq i
T ' g e — .
Ready Rungoof6 TP e 1B

Aistart| | (3 @ |[fEF rsLogin 5000 - CoNet...

1Y kno_task pericdictoms

| @« 29 s

Fig. 18.The WriteFreq program

Ad3. The ReadWAGO _Input task configuration is shamifrig. 20. The task is configured as
Periodic with 25ms period. In this task prograReadProximitySensors is defined. The pro-
gram is very simple — signals from digital inputee aead and moved to the variable
Sensorlnput, which is defined in thHReadDigitall nput->ProgramTags section (Fig. 19).

vorites 4 Add-On A &larms A Bit A TimeriCounter A InputfOutout £ Compare £ ComputeMsth 4 Movedlogicsl A FileMisc, A FileiShifl

Scope: qﬂeadD\glta\lnput - Shaw... Show All

Name

£ | Aliag For Base Tag Data Type Style Dre:
Alw_ON BOOL Decimal
[H-Sensorlnput INT Binary
g

Fig. 19. The variables of ReadDigitallnput->Program3
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# RsLogix 5000 - CoNet_Base [1769-L35E]* - [ReadDigitalinput - ReadProximitySensors] Il

Fle Edt Yiew Search Logic Communications Tools Window Help
Bi=la] &l wEle] o] Fmrr = slnlE 8 o)e)] sl lslbpe)

No Foroes | ™ Contillr DK, L!':_‘
e el = o e )] B e i
i

ponding
[ Ry Favornes £AREOT K Aae f_OR_A Trebesrer o T R PSR S

B Contcle ot pase 1] S | o] e Wiz w1 s 8

& Controller Tags

{3 Controller Faul Handier BLW_ON -
(1 Power-Up Handier [ ] Mawe, — =
& Tasks Source WAGH ICH Data[0]
e o et Serscrrput
@ 2#0000_0000_0000_0000 «
Program Tags

Configualion

B MainRoutine General iquiaion | Program ¢ Phase Scheduls | Mortor|

158 Periodic_oms
1B WriteFreq_Flexd0

Type: Pariadic 7

(Enc)

[B) Program Tags
[ writeFreq Peiioct 5 000 ms

i @%ﬂ’;ﬁf;ﬁ;ﬁ:ﬁm Pty 10 =] (Lower Numbe: Yields Higher Frioriy)
Frogiom Togs \Wtohdog 500000 ms

b ReadProxinitySensors
(1 Unscheduled Programs  Phases
(1 mation Groups
(3 Add-on Instructions
[ Data Types
[ Trends
(7 1j0 Confiquration

I Disable Automatic Output Pracessing To ieduce Task Overhead
I Inhibit Task

T Zaslos] Pomos

Fig.20. The parameters of ReadWAGO _Input task

2.3 Running the application.

To run the prepared program, first you should doadlit to the PLC. To do this first you can
go online and next download (Fig. 21). The projeitit be automatically checked, loaded and
start running. lron-line mode you can monitor all current process values.

= RSLogix 5000 - CoNet_Base [1769-L35E]
File Edit ¥iew Search Logic Communications Tools ‘Window

EEERCEEE

Offline 0. I RUN —
No Forces ,W‘
Mo Edite Upload, ..
Download
[ Controle Erogram Mode
(23] Tasks Run Made
B~ Motion Gr Test Mode
[ Add-on 1 =
-3 Data Typ Clear Faults
(23 Trends Go To Faults

-3 1jO Confi

Controller Properties

Fig. 21. The 'Go Online' context me
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3 Analysing and understanding other
components

3.1 Inverter PowerFlex 40

The Allen-Bradley PowerFlex 40 AC drive is the skastl and most cost-effective member of
the PowerFlex family of drives. The PowerFlex 4@ésigned to be used for speed control in
applications such as machine tools, fans, pumgs<anveyors and material handling systems.
The main features of the PowerFlex40 AC drive are:

« integral keypad for simple operation and prograngnin

« 4 digit display with 10 LED indicators for display drive status,

e communication with PC using the RS-485 interfadbeEnet/IP (also DeviceNet,
PROFIBUS DP, LonWorks and ControlNet interface available),

* Autotune allows the user to take into account irhligl motor characteristics,

e Sensorless Vector Control provides exceptional dpegulation and very high

levels of torque across the entire speed rangeedditive,
e Dbuilt-in PID controller
e Timer, Counter, Basic Logic and StepLogic functions

«  built-in digital and analog I/O (2 analog inputsdigital inputs (4 fully

programmable), 1 analog output, 3 digital output)

e easy set-up over the network (RS NetWorx property)

3.1.1 Configuration of the PowerFlex40

Configuration of the PowerFlex40 AC drive requieesorrectly prepared RSLogix500 project.
Adding the PowerFlex40 as a new module to an exjgiroject is done in the following way:

* Open the I/O Configuration folder in the existing RSLogix500 project. Expathe
folder tree and find thd769-L35 Ethernet Port LocalENB item. Click the right
mouse button on th&thernet item to activate the context menu and seldetv
Module....
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* SelectPowerFlex 40-Efrom the list and click th©K button. TheNew Module

properties window will appear (Fig. 22). The follioyy parameters should be entered:

Name: PF40E
IP Address: 192.168.1.5

Revision: 3.3

I New Module Pl | |

Gereral® |Eonnectioni tadule Infol Pt Eunf_i'gurationl Diive I

Tups: PowerFlex 40-E PowerFlex 40 Dirive wia 22-COMM-E

Yendar: EllenBradiey o

Parert: LocalENE: [pAsiese L A Home ‘
Name: [FratE * Paddess [ 192 188 . 1 . 5
Destriptior: irserter PoweFlexdQ + COMM-E _-s_i £ Host Mame: I

= Module Detinition

Fenvizinn: i

Electronic Keying: Compatible Module
Connection; Datalinks

Eiata Format: 0 Datalirks

Statuz: Creating o I Cancel ; Help

Fig. 22 The New Module properties window

« Press th®©K button to save the configuration.

e The configuration can be downloaded to the Compagii_controller. Select the
Communication — Download item from the program menu. If the configuration

download is successful th&® OK indicatorwill be green.

3.1.2 Detailed configuration of the PowerFlex40

4. Open thd/O Configuration folder in the existing RSLogix500 project. Expahd
folder tree and findPowerFlex 40-E Click the right mouse button and select

Properties (Fig. 23)
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-4 1769-L35E Ethernet Port LocalEME
=] @ Ethernet
- 1769-L35E Ethernet Port LocalENE

= 1734-8ENT/A AENT
583 FointIC 6 Slat Chassis

] [0]1734-2ENTA AENT
o) [1]1734-1880C B8
- f| [2]1734-0B4E/C OB4E
Ml [3)1734-0E2v/C OE2Y
Ml 141 1734-TE2w C TE2Y
o) [5] 1734-VHSC24IC WHSC24

=

= CDmEactBus Local G e Madule
ﬂ [0] CompactBus Local cut Chrl
ﬂ [1] 1769-IQ6X0W4/E _ S i
B Paste Y
Delete Del

Cross Reference  CRr+E

Desctiption  |inwerter PoweFlexdl + ¢
Status |Offling [ Properties Alt+Enter |

Fig. 23: Properties of the PowerFlex40

1) Select the last tabBrive, the window presented in Fig. 24 will appear.

Il Module Properties: LocalENB (PowerFlex _40—[1:'3.?1.)-_ i !D[ﬂ

Gn_a'heral,{ Eo’,nhectib,n‘] Méduielhfol Port Configuration: - Diive I

gﬁl@l st @I e v! Diive; Mot Connected | Connectio Drivel
[=-8 Prac

B 0PaowerFlex 40

Sk £ arameter

Eﬁ 122C0MM-E PowerFlex 40
=-----@ Parameter List 1P240V .SDHP
Port: 0

Revision: 3.003

Status. Offfine [Tk | coed | b | Heb |

Fig. 24: The 'Drive' tab of the Module Properities

3) SelectParameter list from the menu PowerFlex 40, the parameter window i

presented in Fig. 25.
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Ml Favameter List - PowetFles 40

#|Unis [inkernal Visks #[bin | -
) "0 00 95ee

a] Q] 9ses
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18lelalol]alnlola
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g
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R

Pint, | [Premetectiel e | peb |

Fig. 25. The Parameter List window.

Only the parameters on a white background can aeggd. The selected parameters are
shown in Table.4. Detailed descriptions of all paeters are included in [1].

Table 4:
ID | Name of parameter Description
31 | 31 Motor NP Volts Set to the motor nameplatedaolts.
32 | 32 Motor NP Hertz Set to the motor nameplated frequency.
33 | 33 Motor OL Current Set to the maximum alloveatwlotor current.
34 | 34 Minimum Freq Sets the lowest frequencyditinae will output continuously.
35 | 35 Maximum Freq Sets the highest frequencythe will output.
36 | 36 Start Source Sets the control scheme osgdrt the drive.
37 | 37 Stop Mode Active stop mode for all stoprees
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38 38 Speed reference Sets the source of thd spkeeence to the drive.

39 39 Accel Time 1 Sets the rate of accelerdtorll speed increases.

40 40 Decel Time 1 Sets the rate of decelerdtioall speed decreases.

41 | Reset To Defalts Resets all parameter valuitory defaults.

43 | Motor OL Ret Enables/disables the Motor OverlRatiention function.

51 | Digital In1 Sel (I/O Terminal 05) Selects thétion for the digital inputs.

52 | Digital In2 Sel (/O Terminal 06) Selects thétion for the digital inputs.

53 | Digital In3 Sel (/O Terminal 07) Selects thmétion for the digital inputs.

54 | Digital In4 Sel (/O Terminal 08) Selects thmétion for the digital inputs.

55 | Relay Out Sel Sets the condition that changesttite of the output relay contacts

56 | Relay Out Level Sets the trip point for the @iboutput relay if the value of 55 [Relay
Out Sel] is 6, 7, 8, 10, 16, 17, 18 or 20.

58 | Opto Outl Sel Determines the operation of the programmable optputs.

61 | Opto Out2 Sel

59 | Opto Outl Level Determines the on/off point for the opto outputewi®8 or 61 [Opto

62 | Opto Out2 Level Outx Sel] is set to option 6, 7, 8, 10, 16, 17pt&0.

64 | Opto Out Logic Determines the logic (NormallyeBfNO or Normally Closed/NC) o
the opto outputs.

65 | Analog Out Sel Sets the analog output signale{@edlOV, 0-20mA, or 4-20mA).

66 | Analog Out High Scales the Maximum Output Vdhrethe 65 [Analog Out Sel] source
setting.

67 | Accel Time 2 When active, sets the rate of @&caébn for all speed increases except
jog.

68 | Decel Time 2 When active, sets the rate of éeatbn for all speed decreases ex-
cept jog.

69 | Internal Freq Provides the frequency commarileéalrive when 38 [Speed Refer
ence] is set to 1 “Internal
Freq”.

70 Preset Freq 0 Provides a fixed frequency command value when 5[Bigtal Inx

71 Preset Freq 1 Sel] is set to 4 “Preset

72 Preset Freq 2 Frequencies”.

73 Preset Freq 3

74 Preset Freq 4

75 Preset Freq 5

76 Preset Freq 6

77 Preset Freq 7

78 Jog Frequency Sets the output frequency wheg egmmand is issued.

79 Jog Accel/Decel Sets the acceleration and detiele time when a jog command is is-
sued.

80 DC Brake Time Sets the length of time that Dékbrcurrent is “injected” into the mo-
tor.

81 DC Brake Level Defines the maximum DC brakeentrin amps, applied to the motor
when 37 [Stop Mode] is set
to either “Ramp” or “DC Brake”.

82 DB Resistor Sel Enables/disables external dynénaking.

83 S Curve % Sets the percentage of acceleratideamieration time that is applied
to the ramp as S Curve.

84 Boost Select Sets the boost voltage (% of 31t¢MWP Volts]) and redefines the
Volts per Hz curve.

126 Motor NP FLA Set to the motor nameplate ratéddad amps.

127 Autotune Provides an automatic method foireptt28 [IR Voltage Drop] and
129 [Flux Current Ref], which affect sensorlesstueperformance.

128 IR Voltage Drop Value of volts dropped acrdssresistance of the motor stator.

129 Flux Current Ref Value of amps for full motand.
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132 PID Ref Sel Enables/disables PID mode andtsetlee source of the PID refer-
ence.
133 PID Feedback Sel Selects the source of théd@iiiback.
134 PID Prop Gain Sets the value for the PID priopoal component when the PID mode
is enabled by 132 [PID Ref Sel].
135 PID Integ Time Sets the value for the PIDgné&component when the PID mode is
enabled by 132 [PID Ref Sel].
136 PIDDiff Rate Sets the value for the PID diéietial component when the PID mode
is enabled by 132 [PID Ref Sel].
137 | PID Setpoint Provides an internal fixed véhreprocess setpoint when the PID
mode is enabled by 132 [PID Ref Sel].
138 | PID Deadband Sets the lower limit of the Pipat.
139 | PID Preload Sets the value used to preloathtbgral component on start or ena-
ble.

The parameters can be uploaded from the invertégrdamnloaded to the inverter. Click the
appropriate icon in the Module Properties windoug(k) and selecPowerFlex40from the
list. Next, select the type of parameters — pararsetf inverter and parameters of COMM-E
card are available. Click the Download/Upload butim proceed.

=100 =
Lo Pl e had L e
Z I 1= oPoses
Eﬂ:' CCHE PowerFlex 40
Upload parameter :'E-:""' . Rl
data 1P 240V .S0HP
Faork:
Revision: 3002
Download pammsatar elocity 5 eplogic
dats Setup Wizard
Utan e Llliee e I Frard Eap I Hri- I

Fig.26. Description of the icon function

Another way to configure the PowerFlex40 inverteYelocity StepLogic Setup Wizard. To
activate the Wizard click the appropriate iconba Module Properties windo{#ig. 26).The
window of the Wizard will appear (Fig. 27). The \&id goes through seven steps to configure
the parameters of the inverter.
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F PowerFlex 40,408 ¥elocity StepLogic Setup Wizard - (1 of 11)

x
«g ErnSige Welcome to the PowerFlex 40/40P Velocity StepLogic Setup Wizard
” 5 / i
) Step
w[ED Slep
M= :‘e": This wizard prowides the capability fo progeam Welocity Steplagic Functians for
3 Siep PowerFizx 40 and Powerfisx 40P drives.
[ Step &
viE g:"’g The grapihs used in this wizard are for only, Actualp 4
g P;faing et rmiay vary and will depend on application cmdlliang Au[:h ag foad
Tip: meg lhs Cureorover an icon & @ ortent hox on awizard page will display
0r 3% & ‘m T LR
‘wiizand Rewision
1319
Cacel | | ek | Meas | | Fishos

Fig. 27. The Velocity StepLogic Setup Wizard window
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3.2 HMI (Human Machine Interface) PanelView
Plus 600

The PanelView Plus 600 is an operator interfacés quipped with a 5.5 inch display with

touch screen. It works from Windows CE. The parfidre many possibilities for presenting

data such as animations, trends and data colledatisnalization can be implemented using the
RSView Studio environment. Communication with tleel is through the Ethernet interface.
Data exchange between Ethernet/IP devices and\Haneuses the OPC client/server mecha-
nism.

The existing PanelView Plus600 has the Etherngidfameters correctly configured. To check
the configuration, close the active project and fime keyGo To Configure. The main win-

dow of the operating system will appear (Fig. 28).

RSYiew ME Station [2 Hour Limit]

Current application:

Load Application Run Application plication Sctiings
[F2] i3]
Terminal Settings Delcts Lop bilee e
9 Before Bunning.
[F5] Mo
Exit

IF8]

Fig. 28. The Panel View configuration window

Next, click theTerminal Settings [F4] button and check thidetwork and Communications
— Network Connections— Network Adapters — Built-in Ethernet Controller menu. The
valid parameters are:
IP Address: 192.168.1.3
Subnet Mask: 255.255.255.0
Gateway:0.0.0.0
MenuTerminal Settings allows the user to check or change other parasieter

e Alarms — alarm parameters

« Diagnostic Setup- the choice of diagnostic messages to be displaye

« Display — display parameters (brightness, contrast, teatpes, cursor, etc)

* File Management— manage the files in the memory panel (load, cdpiete, etc)

e Font Linking — font settings

« Input Devices- settings of the USB devices (keyboard, mousg, et

e Print Setup — settings of the printing method

«  Startup Options — startup method: running application or parameiadow

« System Event Log- list of the system logged messages

« System Information — firmware version, working time, etc

* Time/Date/Regional Settings- actual date and time
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To prepare your own HMI interface you can &&®View Studiosoftware.
Creating the new project:
1. click File -> New applicationthe window (Fig. 29) will appear
2. fillin Application Nameén theNew tab, select language, prepare the short desariptio

(optional) and cliclCreate.

New/Open Machine Edition Application

New | Existing |

Application name: [

Description:

Language: Angislski (wielka Brytania), en-GB

RSView Studio

ﬂlf=;‘w
[ [ [ [
Fig. 29. Creating of the new PanelView project

3. The empty project is created. Click tReoject Settings— the window will appear
(Fig.30). Set theProject window size parameter to 320x240. It is maximum
resolution of the PanelView

Project Settings - /scadal/

General |Runhme|

Project window size

width 320
Height:  |240

oKk | Concel | Hep |

Fig. 30. Project Settings window
4. Prepare correct configuration of Communicationst~eheck available devices. For

this purpose click th€ommunicationstab (Fig. 31).



54

3. Analysing and understandimgher components




3. Analysing and understandigher components

. RSl Enterpeize, 41
=829 1739-817, Backplans
=gty Etherbiet, Ethemet
S0 19E.63.1.1, Ethemet Bridge {17694 35E), 1769-L3ISE Ethy
El-%g Compactlogic System, Compactlogi Srstem
- [ 0, L763-LISEfL, ethernet_prabal
= g 3, Leesdl Adapher, ¥AITE9S
-G 192.168.1.2, 1794-8ENT, 1734-8ENT Ethernst 1P Gdapter
= 192, 168.1.3, Pan=hfizv Plus 600, Panelvien-Pls
[ 1789-A17, 1789-017 Wirtusl Chasds

e -
e | X
fede: Coline ¢ Brovee o Lo Fystem

aglicativg | Communications |

Fig.31. Communications tab
5. Define theLocal andTarget communication path:ocal is a data source device for

testing HMI applicationsTarget is a data source device for the final application.
particular, the Local and Target path can be tmeesa o define the communication
path find RSLinx Enterprise»> Communication Setupookmark in the project tree
(Fig. 32).

Logic and Control
[ Macros

Data Log

Data Log Models
FecipePlus

JC_} Sstenm
F}D Palicies

+- Praduct Palicies
System Policies
H-@5 Metworks and Devices
B g Workstation Al

Ei-f; REK.ocot_dwplom Ethernet
E1+23 Users and Groups

+- (L] User Groups

ﬂf:] Userz

Application l Cammunications ]

Fig.32. Communication setup
6. SelectCreate a new configuration and click theFinish button — the window
Communication Setupwill appear (Fig. 33). Seletiocal tab and create neldevice
Shortcuts —Add button.
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As a local source device select thempactLogix Systeritarget configuration we can copy
from Local setting by using th€opy button.

ocal/scadal /R5Linx Ent

o :ﬁl:ommunication Setup - R

Add a device shortcut that specifies | hwio communication paths. Click Local to specnfy otie path on this camputer for application
development and testing, Click T anget to. speclf_l,l a second path for use by the target device.

E DEN’IC& Sharteuts | Local i t I
» Srge
S

J E- @ F=Linx Enterprise, Al

+-E88 1789-417, Backplane

= 3?,5 Etherlet, Ethernet
D I'l 192.168.1.1, Ethernet Bridge {1769-L35E), 1769-L35E Ethernet Port

I"nmnarH Qg tem I"nmnarH fulall tem

E 0, 1765-L35E/8, sthernet_probal ]

B T, [ocal Adapker, VAT A

i 192,168.1.7, 1794-AENT, 1734-AENT Ethernet/IP Adapter
192.168.1.3, Panelview Plus 600, Panelvisw-Plus

EB 1789-A17, 1789-A17 Virtual Chassis

4] | >

Mode: Orline Mot Browsing

Difline Tag Fils-
Add FEmoyE | Spply I Copy | ,TI Cancel | Help I

Fig.33. The Communicaton Setup window

-

7. To apply the configuration push tR button.

Now we are ready for developing visualization of puocess. First prepare a virtual display.
ALARM, DIAGNOSTIC&ndINFORMATION(displays are created automatically in the section
Graphics->Displays. The new displays will be added there. To do thggit-click Displays —

from the context menu and selé&w(Fig. 34).

= \__'g e LTI = N

@ Tags

I—J 29 Graphics

=

add Component Inko P.pﬁlicatiu:un. 5
Import and Export. ..

GIDT::aI Dbjects
Ii_-_l Libraries
L-_!---E Images
- [4] Parameters

{g Local Mezsages

R Al

Fig.34. Adding a new display

A new empty window with edited display will be ogeh We can add several graphic elements
to visualize our process. You can find detailedcdptions of the available elements in [2] and

(3]
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As an example we can create a momentary pushbitorhis purpose:

1. Select theDbject— Push Buttonr—» Momentaryitem from the menu.

£ Rs¥iew Studio - Machine Edition

Fle Edit view CObjects  Arrange Brimation Appilcatmn Todls Window Help

| =l 8
o AR
Sy

el

Jm == | H_-/_;ela:t

EHpHE c i
= Local [&1)
Egﬂ scads

R

Rotate

Drawing.

MRLKaQns

-~ 3

Murnetic and String
bjsp\ay Hawigation
Indicator
"G;a.gge'and Graph
Trending

Momentary

Maintained
Latched
Mulkistate
lntérlo_cke'd
Bamp

e = 83
(EREH

Recipefils
Koy

*y vy vy vwow

Advanced: i

Activel Cankrol..

2. Left-click and drag the mouse pointer up to createctangle.

VOO0 AP e 8o mE 8w

@ QA EE

ntitled - /scadal/f (Display)

3. Double-click on the rectangle to open tReoperties window. Set the appropriate

parameters such as: appearance, button settiqgmrgeaetc.

B e =

FEoBconET EmERREERESEHMUwENRE x4 ().

d - fscadalf (Display)

X

Wilasciwosci: Momentary Push Button x| Wiasciwosci: Momentary Push Button
Gerieral | Stotes | Common | Cornections | Gueral 5163 | Comnon | Corestons |
[~ Appearay
4 Select state - General
Border sl Bords width : ] ]
£ ¥ Boider Llses Back Color EEE] Value Pattern style:
cise 4 W Backcoor  [ryone =
[T Highlight color [ ] Efior M Border calor
SRR I~ Bink [ Pattem colar
Soid - | | [ ] | | Caption
. ON
Rectangle -
~Bulon
= Insett Variable...
Button action Font 5
onl T
& Nomadlyopen | Nomalbclossd " Value o =]
il - 10 B|[Z ©
FaBtne B
260 [ Caption color Alignment  Caption back style:
ez B Caplionbackcolor © O [Tanoaen o]
[~ Caption blink CEC
~ Tauch margin: W wiord wiap EE
Haorizantal margin: Vertical margin: Image settings
o i Image: Image back style:
! Tiansparert =
Other [ Image color Alignment
’V ¥ Audn ‘ Copy.. I I Image back color AN
T Image biink cCEC
F ™ Image scaled Cee
; : i3 Aruk P
oK | A Zaosti | | Povoe | ] omee
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4. Define the corresponding tag. Click ti@onnectionstab and browse the data by

using Tag Browser. Refresh the actual folder — all available netwtags will be

displayed.
.............. 1 e
N i s = £
............... General | Staies | Commat Cbchh'unel :
Tog TEsgicasion F}‘!—g
T
fed 3
|
i;ill Riefrash Al Foldars
SthSemr s
e HIFL Tag Folder ..,
Tegihg_r: :} J Fastoel] Porc
SekctedTOQq-— |
/| | e
Hore aisa: G~
[ ox | [ ot | Hoe |

Select the appropriate tag — now the pushbuttdrb&itonnected with the tag value.

Authors: D. Marchewka, M. Roso6t
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4. Monitoring of theEthernet/IP network traffic

4 Monitoring of the Ethernet/IP network
traffic

Wireshark is a network packet analyser . It is used

+ troubleshoot network problems

+ examine security problems

« debug protocol implementations

+ learn network protocol internals.
Wireshark can capture traffic from many differemttwork media types, in-
cluding dial-up connection, cable ethernet LAN aN@dFi LAN. It supports
more than 900 types of communication protocols.edhark is an open source
software project, and is released under the GNUe@énPublic Licence
(GPL).

The main goal of the exercise is to analyse thera#t/IP network traffic on
the Aero Lift laboratory setup by utilizing the Wahark application. The next
purpose is to assign the multicast addresses, @edeon the Ethernet/IP net-
work, to the data packets sent by the each netnadk.

The main window of the Wireshark, filled up withesrplary data gathered on
the Ethernet/IP network, is shown in Fig. 35. Elecl in the top panel of the
Wireshark window corresponds to a single packetn seethe Ethernet/IP net-
work. The second column shows the time of the pagkdative to the initia-
tion of the capture), the next columns: source @estination IP addresses, the
used Ethernet/IP protocol (ENIP) and some additiomfarmation about the
packet. The user can drill down and obtain morermftion by clicking on a
row. This causes the bottom two window panelslteovith information.

Tl Cohet_WAGO_25ms_2.peap - Wireshark =10l x|

File Edit Wiew Go Copture Analyze Statistics Telephony Tools Help

BuBsEEExEL AerwT iR QAR | EEM%| B

Jilie ) [

Filter: | v Expression... Clear Apply
No, | Time |50urcs |pestination |Protocsl |mfo
1 0.000000 1582.168.1.5 230.192.33.180 ENIP Connection: ID=0xGAAEQDOE, SEQ=0000005401
2 0.0058990 1582,168.1.5 239.192.33.160 ENIP Conmection: ID=0xX6AAE000B, SEQ=0000005402
3 0.019083 192.168.1.2 239.192.1.65 ENIP Connection: ID=0x428E1A16, SEQ=0000000671
4 0.019952 192.168.1.5 2308.192.33.160 ENIP Connection: ID=0xGAAEQ0QE, SEQ=0000005403
5 0.022173 182.168.1.2 239.192.1.66 ENTP Connection: ID=0x428EL1EL7, SEQ=0000000671
6 0.030000 192.168.1.5 230.192.33.160 ENIP Connection: ID=0x6AAEQ00E, SEQ=0000005404
7 0.040002 192,168.1.5 239.192.33.160 ENTP Connection: ID=0xGAAEQ00B, SEQ=0000005405
8 0.050002 192.168.1.5 2308.192.33.160 ENIP Connection: ID=0x6AAEQD0B, SEQ=0000005406
9 0.060003 192,168.1.5 239.192.33.160 ENTP Connection: ID=0x6AAEQ00B, SEQ=0000005407
10 0.0835072 1582.168.1.2 239.192.1.64 ENIP Connection: ID=0x428E1915, SEQ=0000000541
11 0.067055 192,168.1.2 239.192.1.67 ENIP connection: ID=0x42B8ELC1E, SEQ=0000000671
12 0.069999 182.168.1.5 239.192.33.150 ENIP Connection: ID=0xGAAEQD0E, SEQ=0000005408
13 0.078475 1582,168.1.182 239.192.23.193 ENIP Cconmection: ID=0x004A0274, SEQ=0000000540
14 0.079997 192.168.1.5 239.192.33.160 ENIP Connection: ID=0xGAAEQDOB, SEQ=0000005409
15 0. 089008 192.168.1.5 230.192.33.160 ENIP Connection: ID=0x6AAEQD0B, SEQ=0000005410
16 0.089045 182.168.1.2 239,192,165 ENTP Connection: ID=0x428E1A16, SEQ=0000000672
17 0.100005 192.168.1.5 230.192.33.160 ENIP Connection: ID=0x6AAEQD0B, SEQ=0000005411
18 0.102036 182.168.1.2 239,192.1.66 ENIP Connection: ID=0x428ELEL?, SEQ=0000000672 L‘
d| | |
® Frame 3587: 76 bytes on wire (608 bits), 76 bytes captured (608 bits)

er Datagram Protocol, Src Port: Ethernet/IP-1 (2222), Dst Port: Etherwet/Ip-1 (2222)
hernet /TP (Industrial Protocol)

0L 00 5e 40 21 a0 00 00 hc 32 3a 57 08 00 45 00 LoAElL
00 38 00 00 Q0 00 01 11 e6 a7 <D a8 01 05 ef c0 .8
21 a0 08 ae 08 ae 00 24 9d 0e 02 Q0 02 80 08 00 L=
Ob 00 ae 6a fe 1d 00 00 bl 00 0a 00 fe 1d 00 00

00 00 01 06 00 00 00 00 00 00 00 00

o

|
(0 I S T

()| Fil: "C\TookshwiresharkPortable\Cohlst_WAGO .. |Packsts: 4648 Displayed: 4545 Marked: O Load time: 0:00,612 [Frofile: Default

Fig. 35: The main window of the Wireshark
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For real-time messaging, Ethernet/IP employs thé>Wber IP, which allows
datagram to be multicast to a group of destinaiddresses. This producer-
consumer multicast model is called “Implicit I/O @@aconnection” and pro-
vides I/0O data sending at regular time intervalnéég to properly analyse the
network traffic its necessary to understand thecephof multicast addressing,
which is used in the Ethernet/IP protocol. IP nualst addresses (Layer 3 of
the OSI) have been assigned to the old Class "Dtead space by the Internet
Assigned Number Authority (IANA). Addresses in tiigace are denoted with
a binary "1110" prefix in the first four bits ofdHirst octet, as shown in Fig.
36. This results in IP multicast addresses spanairrgnge from 224.0.0.0
through 239.255.255.255. The remaining 28 bitstifiethe multicast Group'
the datagram is sent to.

Octet 1 Octet 2 Octet 3 Octet 4
| L11I0XXXX | XXXXOXXXX | XXXXXXXX | XXXXXXXX |

Fig. 36: IP multicast address format

All IP multicast frames, all MAC layer addressegibaing with the 24-bit
prefix of 0Ox0100.5Exx.xxxx. With only half of thed@AC addresses available
for use by IP Multicast, 23 bits of MAC addressae available for mapping
Layer 3 IP multicast addresses into Layer 2 MACrasses. All Layer 3 IP
multicast addresses have the first four of the iB2d®et to 0x1110, leaving 28
bits of meaningful IP multicast address informatidihese 28 bits must map
into only 23 bits of the available MAC address. SThiapping (for IP multicast
equal to 239.192.1.65) is shown graphically in Big.

32 bits

28 bits Multicast Address
| 1110

2391920 685
1110 1111 1100 0000 0000 0001 0100 0O0O1

IP Multicast Address

- 1111 1H00 0000 0000 0001 0100 000A
Sibits lost 40-01-41 hex

(glt:C AdJ’FrSES.) 01-00-5E-40-01-41 hex
erne

25 bits 23 bits
48 bits

Fig. 37: Multicast MAC address mapping

As can be shown in Fig. 37 the all 28 bits of althger 3 multicast address

cannot be mapped into the available 23 bits of M&IGress space. This means
that each IP multicast MAC address can represeriP32ulticast addresses

(32:1 address ambiguity when a Layer 3 IP multieaktress is mapped to a
Layer 2 MAC address). An example of the ambiguitymapping process is

shown in Fig. 38.
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32 IP Multicast Addresses

224.64.1.65
224.192.1.65
225.64.1.65

225.192.1.65 Multicast MAC Address
N, 01-00-5E-40-01-41
238.64.1.65
238.192.1.65
239.64.1.65
239.192.1.65

Fig. 38: Ambiguities in address mapping process

The all IP Multicast addresses are grouped andathkal by the IANA. Cur-
rently, these addresses are divided into 10 bloEks. IANA has reserved the
range of 239.0.0.0-239.255.255.255 a@glrhinistratively Scoped’addresses
for use in private multicast domains. This mearat tretwork administrators
are free to use multicast addresses in this ramgdd of their domain without
fear of conflicting with others elsewhere in theteimet. These addresses
should be used by Enterprise networks and nevarlghe forwarded outside
the Enterprise.

For the users of the Allen&Bradley systems it is thost important range of
addresses. As can be seen in Fig. 35 the Ethd?natdlticast addresses are in
the range from 239.192.0.0 to 239.192.255.255.

All multicast addresses in our Ethernet/IP netwark associated with stan-
dard, unicast IP addresses of specific network siokeaddition, an one uni-
cast IP address may generate multiple multicasteadds. Typically a node
(IO module) multicasts its data every specified Rierval time. For exam-
ple, an input module sends data to a controlléneaRPI that you assign to the
module during configuration process.

The user can analyse the main parameters of thelaped Ethernet/IP net-
work by point out the interesting row in the tomphof the Wireshark. This
causes the bottom two window panels to fill witliormation as shown in
Fig. 39. The most important parameters are: mutitd and MAC addresses
assigned to existing network nodes, unicast IPes$gs of the nodes, time in-
terval (measured from the start of data capturing)ernet Protocol and
Ethernet/IP protocol parameters.

As an example, let's analyse the data frame nuritibree in the Fig. 39. The
source unicast IP address 192.168.1.2 correspandset POINT_ IO 1734-
AENT The assigned destination IP multicast addiessqual to 239.192.1.65
and it is mapped to the MAC multicast address 05B0@0:01:41 (see
Fig. 37). The Time To Live (TTL) parameter from the#ernet Protocol tag
shows, that the packet is restricted to the sarhaetutand won't be forwarded
by a router. The TTL controls the live time of tti@tagram to avoid it being
looped forever due to routing errors. Routers deerd the TTL of every data-
gram as it traverses from one network to anothdrveimen its value reaches O
the packet is dropped. The UDP over IP protocehiployed source and desti-
nation addresses are typical for the Ethernet/tRopol and accept the same
values equal 2222.
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The Sequenced Address Item (0x8002), ConnectioriOk328elal6), Con-
nected Data Item (0x00bl1) and item data lengthttaesame for this type of
transaction. The Data field length directly cor@ss to the number of bytes
transferred from the POINT_IO 1734-AENT.

"I CoNet_WAGOD_25ms_2.pcap - Wireshark

. =il

LRXES A¢»9TF2(EBEIQRQAQAN BDM%E| B
| Unicast IP adress of Ethernet/IP node | bsaid

[Source 7 [Gestination | i i -
it o‘ioocooo 192.168.1.5/ 239.192.33.160 { Assigned IP Multicast Address ferrrsers =
2 0500999 192.168.1. 5, 239.192.33.160 ENIP  Connection: ID-OXGAAENQ0B, SEQ=0000005402
3 0.019083 102.168.1.2 239.192.1.65 ENIP  Connection: ID=0x428E1A16, SEQ=0000000671
4 0.019992 192.168.1.5 239.192.33.160 ENIP  Connection: ID=0 sEQ 40 -

il | *
T FTame 3T B8 DYLEs O WITE (533 DTLS), B8 DyTES CJprured (533 DTTs) |
= Ethernet II, Src: Rockwell_21:56:a6 (00:00:bc:21:56:a6), DST: IPv4mcast_40:01:41 (01:00:5e:40:01:41)

% pestination: IPvAmcast_40:01:41 (01:00:5e:40:01:41)

@ Source: Rockwell_21:56:a6 (00:00:bc:21:56:a6) = >
Type: IP (0x0800) Assigned MAC Multicast Address

= Internet Protocol, Src: 192.168.1.2 (152.168.1.2), DsT: 239.192.1.65 (GSrorrz=u77
version: 4

Header length: 20

pifferentiated servic

Total Length: 54

Identification: 0x004d (77)

Flags: 0x00

Fragment offset: O

Time to Tive: 1

Protocol: UDP (17)

Header chacksum: 0x06bf [correct]

Source: 192,168.1.2 (192.168.1.2)

pestination: 239.192.1.65 (239.192.1.65)

@ User Datagram Protocol, Src Port: Ethernet/1pP-1 (2222), Dst Port: EtherNet/1P-1 (2222)

B8 EtherNet/IP (I S

®

ield: 0x00 (DSCP 0x00: Default; ECN: 0x00)

Internet Protocol Tag \

@

‘ Source and Destination Ports

21

= Item Count:

= Type ID: Sequenced addre em_(0x8002)
Length: 8
connection ID: 0x428elalé Ethernet/IP Protocol Tﬂg
Sequence Number: 671

= Type ID: Connacted Data I

tem (0x00b1)
Length: 8 ,/‘I Ethernet/IP Data Field |
Data: 0100000000000000

0010 00 36 00 4d 00 00 01 11 06 bf c0 a8 01 02 f €0  .B.Miee. .oieeen.
0020 01 41 08 3 ae 00 31 ¢ LA

L2 1<l

Ll

()| Ethernet/IP (Industrial Protocol) (enip), 26 bytes | Packets: 4646 Displayed: 4646 Marked: 0 Load time: 0:00,812 | Profile: Default

Fig. 39: The Ethernet/IP network monitoring by utilizingethVireshark
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4.1 Exercise 1.

Assignment of multicast addresses to a specific tngaction data exchange.
The main goal of this exercise is to recognize Ibfralticast addresses as-
signed to the Ethernet/IP network nodes and toyaaahe tags of an Ethernet
frames. All necessary data will be collected usheyWireshark program.

1. First, you have to be aware that all componentscarmected in a
proper way (especially all Ethernet cables).

2. Run RSLinx Classic first and next RSLogix 5000.

3. Open an exemplary project.

4. Check if the local and network configuration hasrbeorrectly carried
out. The most important are the unicast IP addseséeach node and
data exchanging between all network nodes.

5. In the next step set the PLC to Ren mode and download program to
the program memory of the PLC. After downloadirigevierything was
setup correctly, the “I/O OK” indicator is green.

6. Run the Wireshark program and set capture interfacaccordance
with. Click theStart button next to the name of the interface on which
you wish to capture traffic (or press t@apture -> Start option form
theMain menu). The capture process will start immediately.

7. After a several seconds a running capture seskiomd be stopped by
pressing thé&top icon located on the toolbar or choosing @epture -
> Stop option form theMain menu.

8. Now, you can view all captured Ethernet framesigagsg a multicast
addresses by reading source unicast IP addresdesnatysing frame
tags. It is important that one unicast IP addressgenerate a few mul-
ticast addresses (each type of data transactiarpasca different mul-
ticast address).
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4.2 Exercise 2.

Analysis of the Requested Packed Interval (RPI) tim.

The main goal of this exercise is to experimentalhalyse variation of the
RPI, which decides about refreshing of I/O datardkie Ethernet/IP network.
All necessary data will be collected using the 8@k program.

The exercise assumes that students carried outcahéguration of the
Ethernet/IP network nodes and can check and chthegealue of the RPI.

1. Repeat steps 1-3 from the Exercise 1.

2. Read RPI parameter set for each I/O module (opeiMtdule Prop-
erties window and select th€onnectiontag). For each RPI assign the
unicast IP address of the corresponding module.

3. Repeat steps 5-7 from the Exercise 1.

4. Locate and write down all type of transactions with same source and
destination addresses, for example: 192.168.1.539.192.33.160,
192.168.1.182 — 239.192.23.193 etc.

5. Order all of the frames according to the captutinge (the second col-
umn of the main window of the Wireshark).

6. Read and write down times for the ten consecuti@estctions of the
same type.

7. Calculate the RPI by subtracting two consecutiy@wrang times wrote
in step 6.

8. Compare the calculated values of the RPI with \alset during the
configuration stage.

9. Repeat steps 6-8 for all transactions of the sy t
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